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On 6 November 2025, West
Midlands Police blocked Israeli
football fans from attending an
Aston Vil la Europa League match.
The intell igence that helped justify
the decision included a report of
disorder at a previous fixture, a
match between Maccabi Tel Aviv
and West Ham United that never
took place. The source was
Microsoft Copilot.  

The hallucination passed through a
safety advisory group meeting, into
a written recommendation, and then
into oral evidence given to
Parliament, where the Chief
Constable twice denied that AI had
been used at all .  He has since
retired. Copilot has been blocked
from use across the West Midlands
force, but 21 other English police
forces continue to permit its use.

This handbook was not written
because of that incident. But that
incident is the reason its relevant.  
The West Midlands case exposes the
systemic consequences of deploying
AI within institutions lacking policy
frameworks for verification, senior-
level l iteracy, and clear boundaries
between machine suggestions and
human decisions. It  is also what
happens when the drive to adopt
comes faster than the
infrastructure to govern.

That drive is now national policy. In
January 2026, the Home Office
published From Local to National:  A
New Model for Policing, the most
significant structural overhaul of
British policing in nearly two
centuries. 

The White Paper commits £115
mill ion to a new National Centre for
AI in Policing, Police.AI,  with a
mandate to scale algorithmic tools
across all  43 forces. It  promises to
return six mill ion hours annually to

frontline policing. It  proposes a
five-fold expansion of Live Facial
Recognition vans in town centres  
and high-crime areas. It  sets out a
vision of a National Police Service
built on integrated data and
automated efficiency.

None of this is inherently wrong.
Police forces are under real
pressure. The volume of digital
evidence, CCTV footage, body-worn
video, device data ,  has grown
faster than any workforce can
manually process. AI offers genuine
relief.  The six-mill ion-hour figure, if
achievable, represents the
equivalent of 3,000 officers
returned to visible neighbourhood
work. That is not a trivial claim.

But efficiency and accountabil ity
are not the same thing. The White
Paper is largely a document about
operational gain. The governance
architecture, the questions of
oversight, contestabil ity,  and
community consent, receives far
less attention. This handbook
answers the unanswered.

British policing does not derive its
authority from legislation alone. It
derives it from the consent of the
public. The Peelian principle ,  that
the police are the public and the
public are the police ,  depends on a
relationship of trust that is built
through transparency, fairness, and
human judgment. 

When the first point of contact
between a citizen and the state is an
algorithmic match, that relationship
changes. When a community cannot
understand or contest the decision
that led to their scrutiny, the
consent model is under pressure.

This handbook is written for the
people who sit inside that pressure:
Chief Constables and Deputy
Commissioners weighing
procurement decisions; Police and
Crime Commissioners holding
forces to account; legal
professionals and NGOs contesting
algorithmic decisions;
communications leads navigating
public trust. It  does not argue
against AI in policing. It  argues for
AI in policing that is accountable by
design.

The chapters that follow examine
the White Paper in detail ,  set it
against the EU AI Act's rights-based 

framework, and identify where the
two diverge in ways that have
practical consequences, for data
sharing, for legal redress, and for
the communities most affected by
automated policing decisions. They
also provide working tools:
procurement checklists, audit
frameworks, and a 2030 roadmap
for forces that want to move fast
without losing the public behind
them.

The West Midlands case will  not be
the last of its kind. Will  the next one
happen inside a governance
framework that prevents it from
reaching Parliament?

Forward

Using AI tools in institutions without policy
framework for verifying AI outputs

↗ Cop cops it
after Copilot
cops out: West
Midlands police
chief quits over
AI hallucination
https://www.the
register.com/20
26/01/19/copper
_chief_cops_it_a
fter/

↗ Will  AI tools
make better
police officers?
https://theconve
rsation.com/will
-ai-tools-make-
better-police-
officers-277258

↗ Cops get
more facial
recognition vans
as UK bets big
on AI policing
https://www.the
register.com/20
26/01/28/tech_i
n_policing_white
_paper/

↗ Microsoft
Copilot blamed
by Chief
Constable for
Maccabi Tel Aviv
ban.
https://www.uka
uthority.com/art
icles/microsoft-
copilot-blamed-
by-chief-
constable-for-
maccabi-tel-
aviv-ban

↗ West Midlands
police admit AI
error behind
decision to ban
Maccabi Tel Aviv
fans from UK
match
https://www.co
mputing.co.uk/n
ews/2026/ai/we
st-mids-police-
copilot-mistake-
maccabi-fan-
ban

↗ West Midlands
Police earn red
card over
Copilot own
goal.
https://www.the
register.com/20
26/02/24/west_
midlands_police
_copilot
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↗ Police sti l l
using AI tool
despite
inaccurate
evidence in
Israeli  football
fan ban

https://news.sky
.com/story/polic
e-stil l-using-ai-
tool-despite-
inaccurate-
evidence-in-
israeli-football-
fan-ban-
13511330
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Executive Summary

The algorithmic pivot,  and the drive
for automated efficiency

operational agil ity,  national data.
integration, and rapid AI scaling to
meet the Evidence Tsunami.

The EU Path: Prioritizes rights-
based prohibitions, strict
biometric safeguards, and
mandatory transparency for
High-Risk systems.

For stakeholders, from Chief
Constables and Police and Crime
Commissioners to legal
professionals and human rights
advocates, this handbook defines
the "Red Lines of Public Trust." It
explores the critical worries that
keep leadership awake at night:
Automation Bias (the tendency to
trust the machine over human
judgment), Data Poisoning (the
recycling of historical biases into
future predictions), and Function
Creep (the gradual expansion of
surveil lance tools beyond their
original intent).

The goal of this handbook is to
ensure innovation is accountable by
design. In providing side-by-side
comparisons of UK and EU
regulations, procurement
checklists, and frameworks for
Explainable AI,  we offer a roadmap
for the next decade of policing. In
the age of AI,  the most efficient
police force is the one that
maintains the enduring trust of the
communities it serves.

In January 2026, the UK Home
Office published “From Local to
National:  A New Model for Policing.”
It signaled the most significant
structural and technological
overhaul of British policing since
the mid-19th century. 

At its heart l ies a bold promise: by
leveraging Artificial Intell igence
through the new Police.AI unit,  the
service will  reclaim six mill ion hours
of frontline capacity. From the five-
fold expansion of Live Facial
Recognition (LFR) to the automation
of complex digital forensics, the
Algorithmic Cop is now a national
mandate.

However, this drive for automated
efficiency arrives at a moment of
fragile public trust. British policing
is built on the principle of Policing
by Consent, the idea that the power
of the police comes from the
approval and cooperation of the
public, not the sheer force of the
state. As we move from human-led
intuition to machine-led suspicion,
this handbook identifies a growing
legitimacy issue.

When an algorithm identifies a
suspect in a crowd or predicts a
crime hotspot, the traditional l ines
of accountabil ity blur. If  the public
cannot understand, contest, or see
the human in the loop, the
foundational consent that sustains
the service is at risk of fracturing.

The UK–EU Regulatory Split
This handbook arrives as a
necessary map for a divided
landscape. While the UK pursues a
principles-based and pro-
innovation framework designed for
speed, the European Union has
implemented the EU AI Act, drawing
firm Red Lines against practices
deemed an unacceptable risk to
fundamental rights.

The UK Path: Prioritizes 
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can a model built on
human-to-human
interaction survive when
the first point of contact
between the citizen and
the state is an
automated match?  

The White Paper frames
LFR as a modern
necessity equivalent to
the introduction of
fingerprinting, yet it
lacks the explicit
statutory Red Lines
found in neighboring
jurisdictions.

That said, the creation
of the National Police
Service (NPS) marks a
move toward the
Nationalization of Data.

In removing what the
White Paper calls
unnecessary barriers to
sharing data, the state

The UK’s Radical
Shift

The publication of the
2026 Policing White
Paper, ‘From Local to
National:  A New Model
for Policing’,  represents
the most significant
structural and epistemic
shift in British law
enforcement since the
professionalization of
the service two
centuries ago. 

While the document is
formally presented as a
response to an
overwhelming volume of
digital data from CCTV,
body-worn video, and
personal devices, its
implications are
constitutional.  

In institutionalizing
Artificial Intell igence as
a core pil lar of the
service, the Home Office
has moved beyond
incremental
technological adoption
toward a new system of
automated efficiency. 

From Local to National.  Unpacking
the 2026 Policing White Paper

↗ Home Office
summary of the
2026 Policing
White Paper
https://www.gov.u
k/government/new
s/white-paper-
sets-out-reforms-
to-policing

↗ Policing White
Paper –
Implications for
Local Government  
https://www.local.
gov.uk/parliament/
briefings-and-
responses/policing
-white-paper-
implications-local-
government-local

↗ Cops get more
facial recognition
vans as UK bets
big on AI policing
https://www.there
gister.com/2026/0
1/28/tech_in_polici
ng_white_paper/

The White Paper further
describes the creation
of the Police.AI unit,  a
national center designed
to solve the long-
standing problem of
fragmentation.

Historically,  the 43-
force model in England
and Wales led to a
postcode lottery of
technological capability,
where different forces
util ized incompatible
systems with varying
levels of oversight. 

“This
centralization is
intended to deliver
a 6-million-hour
dividend,
automating the
administrative and
investigative triage
processes”

The 2026 reforms
centralize this authority,
creating a national
pipeline for the rapid
scaling of algorithmic
tools. This centralization
is intended to deliver a
6-mill ion-hour dividend,
automating the
administrative and
investigative triage
processes that currently
ties officers to their
desks. 

In moving from desk-
bound policing to visible
neighborhood policing,
the government argues
that AI is the only viable
solution to the modern
resource crisis.

However, the most
visible and contested
element of this pivot is
the five-fold expansion
of Live Facial
Recognition (LFR). 

“Can a model built
on human-to-
human interaction
survive when the
first point of
contact between
the citizen and the
state is an
automated match?“

The government is
roll ing out over 50 LFR-
equipped vans into town
centers and high-crime
hotspots, thus, moving
from a targeted
surveil lance to a model
of persistent,
algorithmic monitoring
of public space.

This raises a critical
question for the doctrine
of Policing by Consent:

aims to integrate local
and national systems
into a single, searchable
intell igence
infrastructure. 

While this offers
undeniable operational
advantages for tackling
cross-border organized
crime, it  also exposes
issues around its
legitimacy.

For the practitioner, the
issue  is but the
maintenance of public
trust in a system where
the Human-in-the-Loop
is increasingly
pressured by the speed
and scale of the
machine.

43 Police Forces to 12 in 5 Years?

43

12

Territorial
police
forces

Mega
forces?£350 mill ion in savings

are expected by
centralising procurement,
scrapping 43 different
buying systems for
equipment and technology,
and reducing
administrative duplication.

↗ BTP expands
Live Facial
Recognition (LFR)
trial into London
Underground
stations
https://www.btp.po
lice.uk/news/btp/n
ews/england/btp-
expands-live-
facial-recognition-
lfr-trial-into-
london-
underground-
stations/
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The EU AI Act – Absolute
Legal Prohibitions

The European Union’s
approach to AI in law
enforcement represents
a fundamental departure
from the innovation-first
philosophy seen in the
UK’s 2026 White Paper.
While the British model
prioritizes operational
agil ity and the efficiency
dividend, the EU AI Act is
anchored in a rights-
based constitutional
paradigm. 

This framework is built
on the premise that
certain applications of AI
pose an acceptable risk
to the democratic fabric
of society and must,
therefore, be subject to
absolute legal
prohibitions. 

For the UK stakeholder,
understanding this is
essential,  as it defines
the international
benchmark for ethical
policing and creates a
significant regulatory
divergence across the
English Channel.

Understanding the Rights-Based Guardrails of
the European Model

↗ Home Office
summary of the
2026 Policing
White Paper
https://www.gov.u
k/government/new
s/white-paper-
sets-out-reforms-
to-policing

↗ High Court to
Hear Landmark
Legal Challenge
Against Police Live
Facial Recognition
https://bigbrother
watch.org.uk/pres
s-releases/high-
court-to-hear-
landmark-legal-
challenge-against-
police-live-facial-
recognition/

At the core of the EU
model is a sophisticated
risk-tiering system that
categorizes AI
applications not by their
technical capability,  but
by their potential impact
on fundamental rights.
For policing, this creates
a binary landscape of
Prohibited and High-Risk
systems. 

Unlike the UK’s
principles-based
guidance, which allows
for broad discretion by
Chief Constables and the
Police.AI unit,  the EU Act
provides statutory
clarity on what is strictly
forbidden. 

This includes Social
scoring systems and,
most critically for the
current debate, certain
forms of Predictive
Policing that target
individuals based solely
on profil ing or
personality traits.  

In drawing these Red 

Lines, the EU has
effectively banned the  
use of AI as a digital
crystal ball  to predict
individual criminality, a
practice that remains a
point of active
experimentation in
several UK jurisdictions.

“The most intense
point of divergence
lies in the
regulation of
Remote Biometric
Identification
(RBI),  specifically
Live Facial
Recognition in
public spaces.”

The most intense point
of divergence lies in the
regulation of Remote
Biometric Identification
(RBI),  specifically Live
Facial Recognition in
public spaces. 

While the UK’s 2026
White Paper scales LFR-
equipped vans by 500%
to tackle high-crime
hotspots, the EU AI Act
treats real-time RBI as a
presumptive threat to
the right to anonymity. 

In the European model,
the use of such
technology is prohibited
in principle, with
narrow, strictly defined
exceptions for specific
threats such as
kidnapping or imminent
terrorist attacks. More
so, any such use
requires prior judicial or 

independent
authorization, creating a
high procedural bar that
contrasts sharply with
the UK’s more
permissive operational
deployment model.

Beyond prohibitions, the
EU Act imposes a
Human-in-the-Loop
mandate that is far more
than a design
suggestion. High-risk
policing systems must be
engineered to ensure
that human oversight is
effective and
meaningful,  specifically
requiring that the human
operator has the
psychological and
technical agency to
ignore or override the
machine’s output. 

This is a direct
legislative intervention 

against Automation Bias,
the documented
tendency for officers to
defer to algorithmic
matches under the
pressure of time and
volume. 

In institutionalizing the
right to contest an
algorithmic decision, the
EU model seeks to
preserve the human
element of justice,
ensuring that the
machine remains a tool
of the officer, rather
than the officer
becoming an extension
of the machine.

While the Met used to deploy these
vans only a few times a month, they
are now operating roughly every 1 .5
days across London.

Hatton Garden: Recent specific
deployments (January 2026) have
targeted areas l ike EC1 for high-
harm offences.

Expansion: Faces of Oxford Street
shoppers to be scanned in hunt for

wanted crime suspects

Central London Hotspots:  You wil l
most commonly see them near major
transport hubs (Oxford Circus,
Leicester Square, Stratford) and
high-footprint shopping areas.

↗ Cops get more
facial recognition
vans as UK bets
big on AI policing
https://www.there
gister.com/2026/0
1/28/tech_in_polici
ng_white_paper/

↗ CUK announces
largest ever facial
recognition rollout
as part of policing
reforms
https://www.there
gister.https://www
.biometricupdate.c
om/202601/uk-
announces-
largest-ever-
facial-recognition-
rollout-as-part-of-
policing-
reformscom/2026/
01/28/tech_in_poli
cing_white_paper/

↗ EU AI Act: f irst
regulation on
artificial
intell igence
https://www.europ
arl.europa.eu/topic
s/en/article/20230
601STO93804/eu-
ai-act-first-
regulation-on-
artificial-
intell igence

In the European model,  the use of
such technology is prohibited in
principle,  with narrow, strictly
defined exceptions for specific
threats such as kidnapping or
imminent terrorist attacks.
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The regulatory paths of
the UK and the EU are
moving in opposite
directions. While both
jurisdictions claim to
prioritise safety and
ethics, their methods for
achieving these goals
reflect a fundamental
disagreement on the
role of law in
technological oversight.
This divergence creates
a complex environment
for police forces
operating across
borders or using shared
data systems.

The UK: A Principles-
Based Framework

The UK approach, as
detailed in the 2026
White Paper, relies on
high-level principles
rather than rigid
statutory prohibitions.
This model is designed
to be flexible, allowing
the National Police
Service to adapt to new
tools without waiting for
legislative updates. The
focus is on ' innovation-
friendly' regulation,
where the primary
constraint is the existing
legal requirement for
necessity and
proportionality.

↗ Department for
Science,
Innovation and
Technology (2024)
Establishing a pro-
innovation
approach to AI
regulation.
https://www.gov.u
k/government/publ
ications/ai-
regulation-a-pro-
innovation-
approach 

↗ European Union
(2024) Regulation
(EU) 2024/1689 of
the European
Parliament and of
the Council of 13
June 2024 laying
down harmonised
rules on artificial
intell igence
(Artificial
Intell igence Act).
https://eur-
lex.europa.eu/eli/r
eg/2024/1689/oj/e
ng

↗ Home Office
(2026) From local
to national:  a new
model for policing
(Policing White
Paper).
https://www.gov.u
k/government/publ
ications/from-
local-to-national-
a-new-model-for-
policing 

↗ Lords Select
Committee on
Artificial
Intell igence (2025)
AI in the UK:
Ready, wil l ing and
able? Update
Report.
https://publication
s.parliament.uk/

Under this system, the
responsibil ity for ethical
use sits with the police
leads and the 'Police.AI'
unit.  They are expected
to apply broad concepts
such as fairness,
transparency, and
accountabil ity to specific
operational scenarios.
The advantage of this
method is speed. It
allows the UK to deploy
technologies l ike Live
Facial Recognition (LFR)
rapidly to meet
perceived security
needs. The risk,
however, is a lack of
legal certainty. 

Without specific rules
written into law, the
boundaries of what is
permissible are often
defined by court
challenges after a
technology is already in
use.

The EU: A Legislative
Mandate

In contrast, the EU AI Act
establishes a
prescriptive, rules-
based regime. It treats
AI not as a neutral tool
to be managed by policy,
but as a product that
must meet strict legal
standards before it can
enter the market or be
used by the state. This
'legislative' approach
removes much of the
discretion from police
agencies.

The EU framework
categorises AI systems
by risk. For policing,
many applications are
either prohibited or

classified as 'high-risk, '
triggering mandatory
requirements for data
quality, human oversight,
and technical
documentation. This
provides a high degree
of legal certainty and a
uniform standard across
all  member states. While
this may slow down the
adoption of new tools, it
ensures that
fundamental rights are
protected by design. 

The EU model assumes
that the risks of AI are
too great to be left to
the internal policies of
police forces alone.

“A UK police force
using an automated
profiling tool may
find that the data
generated cannot be
shared with Europol
if the tool does not
meet EU compliance
standards.“

The Operational
Friction Point

The gap between these
two models creates
practical challenges. A
UK police force using an
automated profil ing tool
may find that the data
generated cannot be
shared with Europol if
the tool does not meet
EU compliance
standards. Similarly, a
vendor developing a
system for the European
market may find the UK’s
lack of specific
regulation creates a
'grey market' where
standards are
inconsistent.

For the public, the
divergence means that
their rights depend on
which side of the English
Channel they are
standing on. In the EU, a
citizen has a statutory
right to a human
explanation for an
automated decision. In
the UK, that right is
often a matter of policy 

or guidance, which can
be changed without a
vote in Parliament. This
difference in the ' legal
floor' for AI protections
is the core of the great
divergence.

Comparing the regulatory frameworks of the UK
and the EU 

The Great Divergence and
Fundamental Disagreements
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Part 2: Defining the Red Lines (The Where)
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The concept of a ‘red
line’ represents a
boundary that cannot be
crossed, regardless of
the potential for
operational success. In
the regulation of
artificial intell igence,
these l ines define which
practices are considered
fundamentally
incompatible with a
democratic society. The
divergence between the
UK and the EU is most
visible in how these
prohibitions are
established and
enforced.

The EU: Statutory Bans

The EU AI Act identifies
specific AI applications
that pose an
‘unacceptable risk’ to
fundamental rights.
These practices are
banned outright across
all  member states. One
primary prohibition
concerns social scoring
by public authorities.
This prevents the state
from using AI to evaluate
the trustworthiness of
citizens based on their 

↗ College of
Policing (2023)
Code of Ethics.
https://www.colleg
e.police.uk/ethics/
code-of-ethics

↗ European Union
(2024) Regulation
(EU) 2024/1689 of
the European
Parliament and of
the Council of 13
June 2024 laying
down harmonised
rules on artificial
intell igence
(Artificial
Intell igence Act).
https://eur-
lex.europa.eu/eli/r
eg/2024/1689/oj/e
ng

↗ Home Office
(2026) From local
to national:  a new
model for policing
(Policing White
Paper).
https://www.gov.u
k/government/publ
ications/from-
local-to-national-
a-new-model-for-
policing 

↗ Liberty (2024)
Facial Recognition.
https://www.libert
yhumanrights.org.
uk/issue/facial-
recognition/

social behaviour or
personal characteristics,
a practice that could
lead to the systematic
disadvantage of certain
groups.

Another critical ban
targets real-time remote
biometric identification
in public spaces for law
enforcement purposes.
While narrow exceptions
exist for the search for
victims of trafficking or
the prevention of a
specific terrorist threat,
the default legal position
is that continuous facial
recognition in the
streets is prohibited. 

The EU also bans AI
systems that use
biometric data to
categorise individuals
according to sensitive
traits, such as race,
political opinions, or
sexual orientation. These
prohibitions are
designed to prevent the
technology from being
used to automate
discrimination or mass
surveil lance.

The 2026 reforms
centralize this authority,
creating a national
pipeline for the rapid
scaling of algorithmic
tools. This centralization
is intended to deliver a
6-mill ion-hour dividend,
automating the
administrative and
investigative triage
processes that currently
ties officers to their
desks. 

In moving from desk-
bound policing to visible
neighborhood policing,
the government argues
that AI is the only viable
solution to the modern
resource crisis.

However, the most
visible and contested
element of this pivot is
the five-fold expansion
of Live Facial
Recognition (LFR). 

The UK: The "No-Go"
Zones

The UK does not have a
list of statutory
prohibitions equivalent
to the EU AI Act. Instead,
the 2026 White Paper
relies on the principle of
‘proportionality’ to
define its l imits. Rather
than a blanket ban, the
law subjects the
technology to a strict
justification requirement
based on the
seriousness of the
investigation.

The UK’s ‘no-go’ zones
are currently defined by
policy and guidance
rather than legislation.
For example, the College  

of Policing and the
‘Police.AI’  unit have
indicated that certain
forms of predictive
profil ing where an
individual is targeted
solely based on an
algorithmic risk score
without specific
intell igence should be
avoided. 

However, because these
are not statutory bans,
they remain subject to
change. The expansion
of Live Facial
Recognition (LFR) vans,
which the EU would
largely prohibit,  is a
clear example of where
the UK has chosen to
treat a ‘red l ine’ as a
manageable operational
risk rather than a legal
barrier.

More so, recently courts
have ruled that concerns
about racial bias do not
invalidate the legality of
current policies.

The Enforcement Gap

The difference in these
approaches creates an
enforcement gap.  In the
EU, the use of a
prohibited system is a
direct violation of the
law, carrying significant
penalties and a clear
ight of redress for the
citizen. In the UK, the
lack of a formal l ist of
banned practices means
that the public must rely
on the courts to
interpret whether a
specific use of AI
violates existing human
rights or data protection 

laws.

This creates a landscape
where the ‘red l ines’ in
the UK are often invisible
until  they are tested in a
legal challenge. For
example, in February
2024, Police AI
incorrectly matched an
individual with his
brother, who was on a
police watchlist.  

The court was presented
with data from the
National Physical
Laboratory showing that
80% of false positives
from the Met's system
involved Black people. 

The High Court ruled
that the Metropolitan
Police’s use of Live
Facial Recognition is
lawful,  citing clear
policies with senior-level
oversight and data
deletion protocols as
adequate safeguards.
While acknowledging
concerns regarding
potential racial bias, the
court deemed the
evidence provided too
weak to render the
echnology's use
unlawful.  

For police leaders, this 

lack of clarity makes
long-term planning
difficult.  For the public,
it  raises the concern
that the l imits of state
power are being
negotiated in private
between the police and
technology vendors,
rather than being
debated and decided in
Parliament.

While this offers
undeniable operational
advantages for tackling
cross-border organized
crime, it  also creates a
Legitimacy Gap. 

For the practitioner, the
issue is more than the
technical feasibil ity of
AI.  It  includes the
maintenance of public
trust in a system where
the Human-in-the-Loop
is increasingly
pressured by the speed
and scale of the
machine.

Boundaries that cannot be crossed regardless of
the potential for operational success

Prohibited Practices and
Red Lines

↗ High Court
upholds
Metropolitan
Police's l ive facial
recognition policy  
https://cms.law/en
/gbr/legal-
updates/high-
court-upholds-
metropolitan-
police-s-live-
facial-recognition-
policy-thompson-
anor-r-on-the-
application-of-v-
commissioner-of-
police-of-the#

↗ Summary of
judgment Thomson
and Carlo v
Metropolitan-
Police
Commissioner
https://www.judici
ary.uk/wp-
content/uploads/2
026/04/Summary-
of-judgment-
Thomson-and-
Carlo-v-
Metropolitan-
Police-
Commmissioner-
AC-2024-LON-
001764-21-04-
2026.pdf

↗ High Court to
Hear Landmark
Legal Challenge
Against Police Live
Facial Recognition
https://bigbrother
watch.org.uk/pres
s-releases/high-
court-to-hear-
landmark-legal-
challenge-against-
police-live-facial-
recognition/

↗ Met wins judicial
review over use of
Live Facial
Recognition
https://news.met.p
olice.uk/news/met
-wins-judicial-
review-over-use-
of-live-facial-
recognition-
508486#

EU AI Act (2024/2026)UK Regulatory Approach (2026)

LFR is lawful and
expanding based on

internal police
guidance.

Authorized internally
by senior police

officers (e.g.,
Superintendent rank).

Courts have ruled that
concerns about racial
bias do not invalidate
the legality of current

policies.

Legal Status

Oversight

Bias Mitigation

LFR is Prohibited in
public spaces for law
enforcement (unless
strictly necessary for
specific crimes).

Requires prior judicial
or independent
administrative
authorization.

Strict data quality and
non-discrimination
standards for high-
risk systems.
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The Facial Recognition
Frontier

The most visible
manifestation of the UK’s
new policing model is
the rapid expansion of
Live Facial Recognition
(LFR). Under the 2026
White Paper, the
deployment of mobile
surveil lance vans is set
to increase by 500%,
moving the technology
from occasional use at
major events to a
standard feature of
urban patroll ing. This
expansion places the UK
in direct opposition to
the restrictive
framework established
by the EU AI Act.

The UK: Scaling for
Operational Impact

In the UK, LFR is framed
as a tool for efficiency
and public safety. The
National Police Service
argues that the abil ity to
scan thousands of faces
against a watch l ist in
real-time allows 

↗ European Union
(2024) Regulation
(EU) 2024/1689 of
the European
Parliament and of
the Council of 13
June 2024 laying
down harmonised
rules on artificial
intell igence
(Artificial
Intell igence Act).
https://eur-
lex.europa.eu/eli/r
eg/2024/1689/oj/e
ng 

↗ Home Office
(2026) White
paper sets out
reforms to
policing: From
local to national:
a new model for
policing.
https://www.gov
.uk/government/
news/white-
paper-sets-out-
reforms-to-
policing

v National Police
Chiefs’ Council
(2024) Standard
Operating
Procedure for Live
Facial Recognition.
https://www.npcc.
police.uk/

↗ UN experts:
Safeguard human
freedoms from
systematic digital
interference,
surveil lance and
chill ing effects on
civic space
https://www.there
gister.com/2026/0
1/28/tech_in_polici
ng_white_paper/ 

officers to locate wanted
individuals who would
otherwise remain
undetected.  The 2026
mandate provides £140
mill ion to support this
rollout, with the goal of
making LFR a national
capability managed by
the ‘Police.AI’  unit.

The legal basis for this
expansion rests on the
common law power to
prevent and detect
crime, supported by the
Data Protection Act
2018. However, the lack
of a bespoke statutory
framework for facial
recognition remains a
point of contention.
While the government
promises a new legal
code, the current
practice relies on the
‘necessity and
proportionality’ test.
This means that as long
as the police can justify
the use of LFR for a
specific operational

purpose, such as finding
a person at risk or a
known offender, the
deployment is permitted.
The result is a landscape
where the technology is
being scaled before the
full  legal and ethical
implications have been
resolved by Parliament.

The EU: The Public
Interest Safeguard

The EU approach is
defined by caution and
strict l imitation. The AI
Act classifies real-time
remote biometric
identification in public
spaces as a practice that
is prohibited by default.
The EU view is that the
constant scanning of
citizens in everyday l ife
creates a ‘chil l ing effect’
on freedom of assembly
and expression. It  risks
turning the public
square into a space of
permanent surveil lance.

Exceptions to this ban
are narrow and require
prior judicial or
administrative
authorisation. Law
enforcement in the EU
can only use LFR in
specific, t ime-limited
scenarios, such as
searching for a victim of
an abduction, preventing
a specific and imminent
terrorist threat, or
identifying a suspect in a
strictly defined l ist of
serious crimes. Even in
these cases, the use
must be strictly
necessary and
proportionate to the
objective. This ‘public
interest’ safeguard

ensures that LFR
remains an exceptional
measure rather than a
routine policing tool.

The Frontier of Public
Trust

The divergence in these
two models creates a
frontier where
technology meets public
consent. In the UK, the
500% expansion of LFR
vans is a high-stakes
gamble on public
acceptance. If the
technology is perceived
as a tool for mass
surveil lance rather than
targeted crime fighting,
the legitimacy of the
police may suffer. The
risk is that the ‘6-
mill ion-hour’ efficiency
promise comes at the
cost of the ‘Peelian’
bond between the
service and the
community.

For the EU, the
conundrum is how to
maintain security
without the same level of
technical reach. By
choosing to restrict LFR,
member states are
accepting a different set
of operational trade-
offs.

The true frontier l ies in
the values a society
sacrifices for the
perception of safety, far
beyond the technical
capabilit ies of cameras. 
As the UK and the EU
move further apart, this
frontier will  become the
primary site of legal and
ethical conflict in the
age of AI policing.

The tool for efficiency, public safety,  and its
‘public interest’  safeguard

The EU view is that the constant
scanning of cit izens in everyday l ife
creates a ‘chil l ing effect’  on freedom
of assembly and expression. It  risks
turning the public square into a
space of permanent surveil lance.

Guidelines on
the use of facial
recognition
technology in
the area of law
enforcement
https://www.edp
b.europa.eu/syst
em/files/docum
ents/2023-
05/edpb_guideli
nes_202304_frtl
awenforcement_
v2_en.pdf

The true frontier l ies in the values a
society sacrifices for the perception
of safety,  far beyond the technical
capabil it ies of cameras.
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Biometric Surveillance
and Privacy

The shift toward national
data integration in the
UK creates a new
tension between
operational efficiency
and individual data
sovereignty. As the 2026
White Paper
consolidates 43 separate
force databases into a
single national
infrastructure, the scale
of biometric surveil lance
changes. 

This centralisation
allows for the rapid
cross-referencing of
fingerprints, DNA, and
facial images, but it  also
removes the local
barriers that previously
acted as a check on
state power.

↗ Biometrics and
Surveil lance
Camera
Commissioner
(2024) Annual
Report 2023/24.
https://www.gov.u
k/government/org
anisations/biometr
ics-and-
surveil lance-
camera-
commissioner 

↗ European Union
(2016) Regulation
(EU) 2016/679 of
the European
Parliament and of
the Council of 27
April  2016 on the
protection of
natural persons
with regard to the
processing of
personal data
(General Data
Protection
Regulation).
https://eur-
lex.europa.eu/eli/r
eg/2016/679/oj 

↗  Home Office
summary of the
2026 Policing
White PHome
Office (2026) From
local to national:  a
new model for
policing (Policing
White Paper).
https://www.gov.u
k/government/publ
ications/from-
local-to-national-
a-new-model-for-
policing 

↗ Information
Commissioner’s
Office (2025) The
use of biometric
data in the public
sector.
https://ico.org.uk/

National Data
Integration vs. Local
Oversight

In the previous model,
biometric data was often
siloed within individual
forces. While this was
inefficient for
investigations, it
provided a natural l imit
to the reach of any
single database. 

The creation of the
National Police Service
and the Police AI unit
replaces these silos with
a unified system. The
integration is designed
to support the 500%
expansion of Live Facial
Recognition by providing
a massive, real-time

watch l ist that can be
accessed by any officer
in the country.

The privacy concern is
that this national pool of
biometric data becomes
a permanent digital
shadow for every citizen.
When data is integrated
at this scale, the risk of a
single security breach or
a systemic error
increases. If an
individual is incorrectly
flagged in a national
database, the
consequences are no
longer confined to one
region. The error
follows them across the
country, affecting every
interaction they have
with the police. 

This shift from local to
national surveil lance
requires a
corresponding shift in
oversight, yet the 2026
reforms focus more on
the capability of the
system than on the
rights of the individuals
within it .  

Individual Data
Sovereignty

Data sovereignity is the
principle that individuals
should have control over
their own digital identity.

“The paradox of
biometric
surveillance is that
the more data the
police collect to
ensure safety, the
less private the
public becomes.“

In the EU, the AI Act and
the General Data
Protection Regulation
(GDPR) provide a strong
legal basis for this
control.  Citizens have
the right to know what
biometric data is being
held, how it is being
used, and the right to
challenge its retention.
The EU framework
treats biometric data as
a sensitive category that
requires the highest
level of protection.

In the UK, the move
toward national
integration places the
needs of the state above
the sovereignty of the
individual.  The 2026
mandate prioritises the
‘6-mill ion-hour’

efficiency promise,
which relies on the
frictionless flow of data.
This creates a terrain
where the public is
expected to trade their
data sovereignty for the
promise of a more
effective police service.
Without a clear statutory
right to delete or contest
biometric records in a
national system, the
individual is left with
little recourse against
the growing power of
the automated state.

The Privacy Paradox

The paradox of
biometric surveil lance is
that the more data the
police collect to ensure
safety, the less private
the public becomes.
Beyond the simple
storage of fingerprints,
this system empowers
the state to track and
categorize citizens
within public spaces.

The integration of
national data systems
makes this tracking 

possible at a scale that
was previously
unimaginable. 

As the UK and the EU
diverge, the definition of
privacy is being
rewritten. In the EU,
privacy is a fundamental
right that l imits the
reach of technology. In
the UK, it  is increasingly
treated as a variable that
can be adjusted to meet
operational demands.
The future of biometric
surveil lance will  be
defined by this conflict
between the desire for a
perfectly integrated
police service and the
need for a private l ife
free from constant state
observation.

A permanent digital shadow for every cit izen
becomes a privacy cconcern

If  an individual is incorrectly
f lagged in a national database,
the consequences are no longer
confined to one region.
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Part 3: Critical Worries & Risks (The Why)
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from local communities.
Without a local
mechanism to challenge
automated decisions, the
public may view the
police as an
unaccountable technical
bureaucracy.

Rebuilding the Consent
Model

To close the legitimacy
gap, the police must
demonstrate that AI
serves the public
interest, not just
operational speed. This
involves setting clear 

The Legitimacy
Challenge

British policing rests on
the principle of consent.
This model requires the
public to approve of
police actions and
cooperate with the law
voluntarily.  When the
2026 White Paper
introduces automated
systems at scale, it
alters this relationship.
The gap between
technical capability and
public acceptance
creates a risk to the
foundational ‘Peelian’
principles.

The Erosion of
Discretion

Police officers
traditionally use
personal judgment to
resolve encounters. AI
systems often operate
on rigid logic that lacks
the abil ity to weigh
context or human
emotion. If a National 

↗ College of
Policing (2023)
Code of Ethics.  
https://www.colleg
e.police.uk/ethics/
code-of-ethics

↗ European Union
(2024) Regulation
(EU) 2024/1689 of
the European
Parliament and of
the Council of 13
June 2024 laying
down harmonised
rules on artificial
intell igence
(Artificial
Intell igence Act).  :
https://eur-
lex.europa.eu/eli/r
eg/2024/1689/oj/e
ng 

↗ Home Office
(2026) White paper
sets out reforms to
policing: From
local to national:  a
new model for
policing.  
https://www.gov.u
k/government/new
s/white-paper-
sets-out-reforms-
to-policing 

Police Service relies on
‘Police.AI’  to dictate
patrol routes or identify
suspects, the officer
becomes an extension of
the software. This shift
from human-led to data-
driven policing can make
the public feel managed
rather than protected.
When communities
perceive that decisions
are made by an opaque
algorithm, their
will ingness to cooperate
diminishes.

Automated Suspicion
and the Public Square

The expansion of Live
Facial Recognition (LFR)
vans across the UK
changes the nature of
public spaces. Constant
scanning treats every
passerby as a potential
data point. In the EU, the
AI Act largely restricts
this practice in public  

areas to protect civil
l iberties. 

The UK’s decision to
increase LFR usage
creates a visible friction
point. If  certain
neighbourhoods see
these vans more
frequently, those
residents may feel
unfairly targeted. This
perception of bias,
whether intended or not,
breaks the bond of trust
necessary for policing
by consent.

The Accountability
Vacuum

Consent requires clear
lines of responsibil ity.  If
an AI system makes a
mistake, such as a false
positive match in a facial
recognition scan,
identifying who is at
fault is difficult.  The
2026 reforms centralize  

power within a national
structure, moving
oversight further away.

The Accountability
Vacuum

Consent requires clear
lines of responsibil ity.  If
an AI system makes a
mistake, such as a false
positive match in a facial
recognition scan,
identifying who is at
fault is difficult.  The
2026 reforms centralize
power within a national
structure, moving
oversight further away

Red Lines where
technology cannot
replace human
intervention.
 
Transparency about how
data is used and
providing a right to a
human explanation for  
any automated action
are necessary steps. If
the UK moves forward
without these
safeguards, it  risks a
permanent disconnect
between the service and
the citizens it serves.

↗ Peel,  R. (1829)
Principles of Law
Enforcement.
https://assets.colle
ge.police.uk/s3fs-
public/2021-
02/code_of_ethics
_readinglist.pdf

↗ The Register
(2026) Cops get
more facial
recognition vans as
UK bets big on AI
policing.  
https://www.theregi
ster.com/2026/01/2
8/tech_in_policing_
white_paper/

The principle of policing by consent,  and the
erosion of discretion

The Transparency Barrier
“When citizens can’t see how decisions are made, they
are unable to form a basis to contest”

Consent requires clear l ines of
responsibil ity.  If  an AI system
makes a mistake, such as a false
positive match in a facial
recognition scan, identifying
who is at fault is diff icult.
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The Bias Trap & Data
Poisoning

The promise of Artificial
Intell igence in policing
rests on the assumption
that data is neutral.  The
2026 White Paper
describes the 'Police.AI'
unit as a tool for
objective, evidence-
based decision-making.
Yet this framing ignores
a structural reality: the
data being fed into these
systems is the product of
decades of human
policing decisions, many
of which have been
shaped by conscious and
unconscious bias. When
AI learns from this
history, it  does not
eliminate discrimination;
it automates it .

The Inherited Bias
Problem

Police records serve as
a ledger of institutional
priorities. If  a particular
neighbourhood has been
subject to higher levels
of stop-and-search or
patrol activity, the
resulting data will
reflect more arrests and
cautions from that area.
When this data is used to
train a predictive  

How historical data creates feedback loops that
unfairly target specific communities

↗ Ada Lovelace
Institute (2025)
Algorithmic
Accountabil ity in
Public Services.
https://www.adalo
velaceinstitute.org

↗ Equality and
Human Rights
Commission
(2024) Bias in
algorithmic
decision-making.
https://www.equali
tyhumanrights.com
/ 

predictive algorithm, the
system learns that crime
is more l ikely in that
location. The algorithm
then directs more police
resources to the same
area, generating more
arrests. One wouldn’t
refer to this as evidence
of higher criminality. It
is evidence of a self-
confirming loop.

The UK's rapid scaling of
AI-driven tools, including
the integration of stop-
and-search records into
the national database,
means that patterns
from the past will  shape
future enforcement. If
one force has
historically over-policed
a minority community,
that bias is now codified
in the shared dataset
used by all  43 forces.

Data Poisoning as a
Structural Risk

Data poisoning in AI
refers to the corruption
of training data in ways
that distort the output of
the system. In the
context of policing,
poisoning does not 

require malicious intent.

“The most intense
point of divergence
lies in the
regulation of
Remote Biometric
Identification
(RBI),  specifically
Live Facial
Recognition in
public spaces.”

It  occurs when
incomplete, skewed, or
discriminatory records
are treated as
representatives samples
of criminal activity. If  the
training dataset
overrepresents certain
demographic groups
because those groups
have been
disproportionately
targeted, the AI will
reproduce that targeting
as its recommended
strategy.

One example is the use
of arrest data to train
risk assessment tool.  If
blackmen are arrested 

at higher rates for drug
possession than white
men, despite similar
usage rates across both
groups, the algorithm
will  associate this
demographic with
higher risk. The result is
a system that suggests
increased surveil lance
of black communities,
not because of higher
offending rates, but
because of higher arrest
rates.

The EU AI Act requires
that datasets used in
high-risk systems are
‘relevant representative,
and free of errors.’   In
the UK, the 2026
reforms do not include a
comparable statutory
requirement. The
responsibil ity for data
quality sits with the
'Police.AI'  unit and
individual forces, but
there is no independent
audit mechanism to
verify that the data
being used meets a
basic threshold for
fairness.

The Feedback Loop
Mechanism

The 2026 expansion of
Live Facial Recognition
(LFR) vans makes this
feedback loop visible. If
these vans are deployed
more frequently in areas
with higher stop-and-
search rates, the facial
scans will  generate more
matches from residents
of those
neighbourhoods. The
data from these matches
will  then justify further
deployments. The EU
approach, which
restricts real-time
biometric identification
to narrowly defined
exceptional
circumstances, is
designed to break this
loop by preventing
routine, location-based
surveil lance.

Research from civil
society organisations
has documented that
black, Asian, and
minority ethnic (BAME)
individuals are

significantly more l ikely
to be subject to facial
recognition stops, not
because of higher
offending rates, but
because they are
overrepresented in the
watchlists that LFR
systems are trained on.

The bias trap represents
a structural feature of
systems trained on
biased histories,
transcending simple
technical glitches.  The
UK's decision to scale AI
policing without first
addressing the quality
and fairness of its data
creates a significant
risk. The true challenge
lies in ensuring AI
fairness, regardless of
its potential for
efficiency.

Home Office
(2026) From local
to national:  a new
model for policing
(Policing White
Paper).
https://www.gov.u
k/government/publ
ications/from-
local-to-national-
a-new-model-for-
policing 

↗ Liberty (2025)
Policing by
Machine: The Case
Against Predictive
Policing.
https://www.libert
yhumanrights.org.
uk/ 

↗ European Union
(2024) Regulation
(EU) 2024/1689 of
the European
Parliament and of
the Council of 13
June 2024 laying
down harmonised
rules on artificial
intell igence
(Artificial
Intell igence Act).
https://eur-
lex.europa.eu/eli/r
eg/2024/1689/oj/e
ng 

↗ Raji ,  I .D. and
Buolamwini,  J.
(2024) 'Actionable
Auditing:
Investigating the
Impact of Publicly
Naming Biased
Performance
Results of
Commercial AI
Products',
Proceedings of the
2024 AAAI/ACM
Conference on AI,
Ethics, and
Society.
https://dl.acm.org/ 

If  these vans are deployed more
frequently in areas with higher
stop-and-search rates, the
facial scans wil l  generate more
matches from residents of those
neighbourhoods.

If  one force has historically
over-policed a minority
community,  that bias is now
codif ied in the shared dataset
used by all  43 forces.

↗ Negotiating Risk
Boundaries in AI
for Policing
Through Mixed-
Stakeholder
Deliberation
https://arxiv.org/h
tml/2608.05418v1
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Modern policing is
increasingly reliant on
software that even its
developers may not fully
understand. These
systems, often described
as 'black boxes',  process
information through
layers of hidden logic to
produce a result.  This
lack of transparency
creates a fundamental
problem for
accountabil ity.  An
officer's inabil ity to
justify a flag transforms
the decision into a mere
technical output.

The Opaque Decision

A black box system
presents a high-level
score or a
recommendation without
revealing the factors
that led to it .  In the
National Police Service,
these tools might be
used to assess the risk
of a person reoffending
or to identify a match in
a facial recognition
scan. When the Police.AI
unit deploys such tools
nationally,  the scale of
the problem grows.

Without the abil ity to 

↗ European Union
(2024) Regulation
(EU) 2024/1689 of
the European
Parliament and of
the Council of 13
June 2024 laying
down harmonised
rules on artificial
intell igence
(Artificial
Intell igence Act).
https://eur-
lex.europa.eu/eli/r
eg/2024/1689/oj/e
ng 

v Home Office
(2026) From local
to national:  a new
model for policing
(Policing White
Paper).
https://www.gov.u
k/government/publ
ications/from-
local-to-national-
a-new-model-for-
policing

↗ Information
Commissioner’s
Office (2024)
Explaining
decisions made
with AI.
https://ico.org.uk/f
or-
organisations/uk-
gdpr-guidance-
and-
resources/artificia
l-
intell igence/explai
ning-decisions-
made-with-ai/

↗ Lords Select
Committee on
Justice and Home
Affairs (2024)
Technology, law
enforcement and
human rights.
https://publication
s.parliament.uk/ 

interrogate the logic of a
system, an officer is
unable to justify their
actions to a court or to
the public. In the EU, the
AI Act requires 'high-
risk' systems to be
explainable by design.
The UK’s principles-
based approach is less
specific. This creates a
risk that the service
adopts efficient but
opaque tools that satisfy
operational targets while
undermining the
transparency required
for legal and ethical
oversight.

The Human-as-a-
Rubber-Stamp

The primary safeguard
against algorithmic
error is the 'human-in-
the-loop'.  The theory is
that an officer will
review every AI output
before taking action.
However, this safeguard
is weakened by
automation bias. This is
the psychological
tendency to trust a
machine's
recommendation and
ignore personal
judgment or
contradictory evidence.

In a high-pressure
environment, an officer
is incentivised to accept
the software's
conclusion. If the
Police.AI unit provides a
match, and the officer
overrides it ,  they are
personally responsible if
that decision leads to a
failure. If they follow the
machine and it is wrong, 

the blame is shared with
the system. This dynamic
turns the human into a
rubber stamp for the
algorithm. The 6-
mill ion-hour efficiency
promise prioritises
speed, which leaves l ittle
time for the deep critical
reflection needed to
challenge an automated
suggestion.
 
The Right to an
Explanation

To prevent humans from
becoming passive
observers of technology,
the right to an
explanation must be
established in law.

“If the Police.AI unit
provides a match,
and the officer
overrides it,  they
are personally
responsible if that
decision leads to a
failure.“

A citizen should have the
right to know how a
decision affecting their
liberty was made. If a
system cannot produce
this explanation, its use
should be prohibited in
high-stakes policing.

Accountabil ity requires
more than just a human
presence. It  requires a
human who is
empowered and trained
to be sceptical.  This
involves regular testing
of officers to see if they
are fall ing into the trap
of automation bias and
providing them with the
clear authority to reject
a system’s output
without fear of
professional reprisal.
Without these measures,
the 'human-in-the-loop'
remains a hollow
promise.

The Black Box and
Automation Bias
How layers of hidden bias logic produces unfair
outcomes

Automation Bias
pushes trust  for
machine
recommendations
over human
judgement

Examining public
support for AI in
policing: the role
of perceived
procedural justice
https://www.tandf
online.com/doi/full
/10.1080/15614263
.2025.2516535#ab
stract
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The 2026 terrain is
defined by a shift in how
criminal activity is
conducted and
investigated. As
generative tools become
accessible to the wider
public, the police find
themselves in an
escalating technological
cycle. This is the 'AI
arms race',  where the
National Police Service
must deploy automated
systems not just for
efficiency, but to
counter the
sophisticated use of
artificial intell igence by
criminal actors.

The Rise of Synthetic
Evidence

The most immediate
threat in this cycle is the
production of synthetic
evidence. Deepfakes,
highly realistic but
entirely fabricated audio
and video, can be used
to frame individuals,
provide false alibis, or
discredit legitimate
evidence in a trial.  In an
environment where
seeing is no longer 

↗ Europol (2024)
ChatGPT: The
impact of Large
Language Models
on Law
Enforcement. 
https://www.europ
ol.europa.eu/publi
cations-
events/publication
s/chatgpt-impact-
of-large-
language-models-
law-enforcement 

↗ Can deepfakes
undermine justice?
https://www.ukri.o
rg/who-we-
are/how-we-are-
doing/research-
outcomes-and-
impact/can-
deepfakes-
undermine-justice/

↗ National Cyber
Security Centre
(2025) The threat
from Artificial
Intell igence to
Cyber Security.
https://www.ncsc.
gov.uk/ 

↗  The Register
(2026) Cops get
more facial
recognition vans
as UK bets big on
AI policing.
https://www.there
gister.com/2026/0
1/28/tech_in_polici
ng_white_paper/ 

believing, the traditional
methods of digital
forensics are often
insufficient.

This forces the Police.AI
unit to develop its own
generative models to
detect manipulation. The
result is an 'AI vs. AI'
cycle, where detection
software is constantly
being updated to keep
pace with more
advanced creation tools.
For the legal system, this
introduces a permanent
state of doubt. If  every
piece of digital evidence
could be a deepfake, the
burden on the police to
prove authenticity
increases. This
consumes the very time
that the 6-mill ion-hour
efficiency mandate was
intended to save.

Algorithmic
Countermeasures

Criminal networks are
also using AI to identify
vulnerabil it ies in police
infrastructure.

Automated systems can 

be used to scan for
weaknesses in the
national data integration
network or to develop
strategies for evading
Live Facial Recognition
(LFR). For example,
adversarial clothing or
makeup designed to
confuse facial
recognition algorithms
can render expensive
surveil lance assets
ineffective.

In response, the UK is
investing in 'adaptive' AI
that can learn to
recognise these
countermeasures. This
creates a loop of
constant technical
escalation. As the police
develop more intrusive
scanning, those intent on
avoiding detection
develop more
sophisticated ways to
hide. 

This race prioritises
technical reach over the
'red l ines' of privacy.
Each new criminal tactic
provides a justification
for a more powerful
police response, 

gradually normalising a
level of surveil lance that
would have been
unthinkable in a non-
digital era.

The Cost of the Race

The risk of this arms
race is that it  becomes a
distraction from the
core mission of policing
by consent. When the
focus is entirely on the
technical capability to
outpace an opponent,
the ethical and legal
implications of the tools
being used are often
ignored. The pressure to
win the 'AI vs. AI'  cycle
can lead to the
deployment of unproven
or highly intrusive
technologies in the name
of security.

Winning the arms race
requires more than just
better software. It
requires a strategy that
balances technical
agil ity with the long-
term need for public
trust. 

If  the police become
indistinguishable from
their opponents in their
reliance on opaque and
automated systems, they
risk winning the
technical battle while
losing the broader war
for legitimacy. 

The path for the next
decade is to find a way
to exit this cycle before
the social cost of the
technology exceeds its
operational value.

The AI Arms Race

Countering the sophisticated use of artif icial
intell igence by criminal actors

If  the police become
indistinguishable from their

opponents in their reliance on
opaque and automated systems,

they risk winning the technical
battle while losing the broader

war for legitimacy. 

The most immediate threat in this
cycle is the production of highly

realistic,  entirely fabricated,
synthetic evidence.
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Part 4: The Stakeholder’s Toolkit (The How)

33 34

Policing by Consent in the Age of AI



The Procurement
Checklist

Procuring artificial
intell igence is unlike
purchasing traditional
policing hardware.
These systems are
dynamic, developing
over time through data
consumption and model
updates. For a police
lead, the decision to buy
is a decision to adopt a
specific logic of
enforcement. This
checklist provides ten
red line questions that
must be addressed
before any contract is
signed or any software
is integrated into the
National Police Service.

1.  Is the System
Transparent?

A vendor must be able to
demonstrate how a
model arrives at its
conclusions. If a system
is a 'black box' that
cannot provide an audit
trail  for its outputs, it

↗ Central Digital
and Data Office
(2024) Algorithmic
Transparency
Recording
Standard.
https://www.gov.u
k/government/publ
ications/algorithmi
c-transparency-
template 

↗ European
Union (2024)
Regulation (EU)
2024/1689 of
the European
Parliament and
of the Council of
13 June 2024
laying down
harmonised
rules on
artificial
intell igence
(Artificial
Intell igence
Act).
https://eur-
lex.europa.eu/eli
/reg/2024/1689
/oj/eng

↗ Home Office
(2026) From local
to national:  a new
model for policing
(Policing White
Paper).  
https://www.gov.u
k/government/publ
ications/from-
local-to-national-
a-new-model-for-
policing 

↗ Information
Commissioner’s
Office (2024)
Guidance on AI and
data protection. 
 https://ico.org.uk/ 

fails the basic
requirement for legal
accountabil ity.

2. What is the Source of
the Training Data?

The integrity of the
system depends on the
data it has consumed.
You must ask whether
the training set includes
biased historical records
or inaccurate data that
will  reproduce existing
inequalities.

3. Has it Been Tested
for Demographic Bias?

Generic accuracy rates
are insufficient. A
vendor should provide
forensic evidence of how
the system performs
across different ages,
genders, and ethnicities
to ensure it does not
unfairly target specific
communities.

4. Does it Protect Data
Sovereignty?

Specify where the data is
stored and who remains
in control of it .  A
procurement agreement
should ensure that the
police service, not the
private vendor, owns the
data and the resulting
insights.

5. Is There a Meaningful
Human-in-the-Loop?

The software should
assist,  not dictate. The
system must be designed
to allow an officer to
override its
recommendations easily,
with a clear protocol for
documenting and
justifying those
overrides.

6. What Are the Known
Error Rates?

Every AI system has a
failure rate. You must
know the frequency of
false positives and false
negatives in a real-world
policing environment,
rather than a controlled
laboratory setting.

7. Can the System Be
Audited Independently?

A contract should
include a 'right to audit'
clause. This allows third-
party experts to inspect
the code and the data
processing without
being blocked by claims
of commercial
confidentiality or 'trade
secrets' .

8. How Does the System
Handle 'Poisoned' Data?

Ask what mechanisms
exist to identify and
remove incorrect or
malicious information
once the system is l ive. A
national database
requires a method for
cleaning data that has
been flagged as
inaccurate.

9. What is the Exit
Strategy?

Technology moves
faster than procurement
cycles. Ensure that the
service can move its
data to a different
provider in the future
without being ' locked in'
to a specific proprietary
platform.

10. Is the Use
Proportional to the
Harm?

This is the ultimate red
line question. Just
because a technology
exists to solve a problem
does not mean it is the
right tool to use. You
must determine if the
intrusion into public
privacy is justified by the
seriousness of the crime
being targeted.

Ten 'red l ine'  questions that must be addressed
before any contract is signed

Every AI system has a failure rate.
You must know the frequency of

false positives and false negatives
in a real-world policing

environment, rather than a
controlled laboratory setting.
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As the National Police
Service increases its
reliance on automated
systems, the courtroom
becomes the primary
site for defining the
limits of state power.
For lawyers, NGOs, and
citizens, contesting an
algorithmic decision
requires a move beyond
traditional legal
arguments. This guide
outlines the strategic
pathways for challenging
the use of AI in policing,
focusing on the tension
between operational
efficiency and
fundamental rights.

The Legal Challenge Guide

↗ Equality and
Human Rights
Commission
(2024) Artificial
intell igence in
public services: a
guide to the public
sector equality
duty.  
https://www.equali
tyhumanrights.com
/ 

↗ European Court
of Human Rights
(2024) Guide on
the Case-law of
the European
Convention on
Human Rights:
Data protection.  
https://www.echr.c
oe.int/ 

↗ Home Office
(2026) From local
to national:  a new
model for policing
(Policing White
Paper).
https://www.gov.u
k/government/publ
ications/from-
local-to-national-
a-new-model-for-
policing

↗ Liberty (2024)
Bridges v South
Wales Police: The
facial recognition
challenge. 
https://www.libert
yhumanrights.org.
uk/

Challenging the Legal
Basis

The first point of any
challenge is the search
for a specific statutory
footing. In the UK, much
of the deployment of AI,
including Live Facial
Recognition, relies on
broad common law
powers or general data
protection acts. Litigants
can argue that such
intrusive technology
requires a bespoke,
Parliamentary-approved
legal framework rather
than being introduced
through executive policy.

If the 'Police.AI'  unit
cannot point to a clear
law that explicitly
permits a specific
automated practice, the
legality of the entire
operation can be called
into question.

Proportionality and
Necessity

A core pil lar of human
rights law is that any
state interference with
privacy must be
necessary and
proportionate. A legal
challenge can focus on
whether the police could
have achieved their
objective using less
intrusive means. For
example, if  a 500%
expansion of
surveil lance vans is used
for minor offences, a
claimant can argue that
the systematic scanning
of thousands of innocent
citizens is a
disproportionate
response to the level of
harm. This involves
demanding evidence that 
the technology actually
delivers the safety
benefits the 6-mill ion-

hour promise claims to
provide.

Contesting the "Black
Box" logic

The right to a fair trial
and the right to an
explanation provide a
basis for challenging
opaque systems. If an
individual is stopped or
arrested based on an
algorithmic flag, the
defence has a right to
interrogate the
evidence. Lawyers can
demand to see the 'audit
trail '  of the decision. 

If the police cannot
explain the factors that
led to the flag because
the system is a 'black
box',  the evidence may
be considered unreliable 
or inadmissible. This
strategy forces the state
to choose between
transparency and or the
abandonment of the
automated lead.

Identifying
Discriminatory
Outcomes

Under the Equality Act
2010, the police have a
public sector equality
duty to eliminate
discrimination. A legal
challenge can be built on
the 'bias trap' discussed
in earlier chapters. By
using statistical evidence
to show that an
algorithm produces a
higher rate of false
positives for specific
demographic groups,
l it igants can argue that
the technology is
inherently discrimatory.

Even if the bias is
unintentional,  the failure
to identify and mitigate it
before deployment
constitutes a breach of
the law.

The Role of Strategic
Litigation

NGOs often use strategic
lit igation to establish red
lines that Parliament has
failed to define. In
bringing cases that
represent broader
public concerns, these
organisations can force
the courts to set
precedents that l imit the
reach of national data
integration. 

The overarching goal of
this is beyond winning a
single case. It  is more
about creating a body of
law that ensures the
human-in-the-loop
remains a meaningful
check on the automated
state.

Strategic pathways for challenging the use of AI
in policing

Supreme Court of the United Kingdom and Judicial
Committee of the Privy Council  in Middlesex.

A core pil lar of human rights law
is that any state interference with

privacy must be necessary and
proportionate.

↗  Equality Act
(2010)
https://www.legisl
ation.gov.uk/ukpga
/2010/15/contents

A legal challenge can focus on
whether the police could have
achieved their objective using less
intrusive means.
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point for public
complaints and would
have the authority to
issue binding
recommendations to the
Home Office. 

If oversight is
professionalised in this
way, the UK can provide
a level of public
assurance that high-
level principles alone
cannot achieve.

Audit and Oversight
Mechanisms

Establishing a national AI
infrastructure requires a
corresponding shift in
how that infrastructure
is governed. Oversight
can no longer be a
retrospective exercise
conducted only after a
failure occurs. It  must be
an active, continuous
process that ensures
every automated
decision is both
explainable and
contestable. This
chapter outlines the
mechanisms necessary
to maintain
accountabil ity within the
National Police Service
and its Police.AI unit.

Ensuring Explainability
by Design

Explainabil ity is the
capacity of a system to
provide a human-
readable reason for its
output. In a policing
context, this means an
officer must be able to
state why an individual
was flagged for a search
or why a specific risk 

↗ Central Digital
and Data Office
(2024) Algorithmic
Transparency
Recording
Standard.  
https://www.gov.u
k/government/publ
ications/algorithmi
c-transparency-
template 

↗ European Union
(2024) Regulation
(EU) 2024/1689 of
the European
Parliament and of
the Council of 13
June 2024 laying
down harmonised
rules on artificial
intell igence
(Artificial
Intell igence Act).   
https://eur-
lex.europa.eu/eli/r
eg/2024/1689/oj/e
ng 

↗ Home Office
(2026) From local
to national:  a new
model for policing
(Policing White
Paper).  
https://www.gov.u
k/government/publ
ications/from-
local-to-national-
a-new-model-for-
policing 

score was assigned. If a
tool is procured that
cannot reveal its internal
logic, the service loses
the abil ity to justify its
actions in court.

Best practice involves at
least two levels of
explanation. The first is
‘global explainabil ity, ’
which describes the
general criteria the
model uses to make
decisions. The second is
‘ local explainabil ity, ’
which justifies a specific
outcome for a specific
person. By building
these requirements into
the initial procurement
phase, the police can
ensure that
transparency is a
technical feature of the
system, not an optional
policy.

The Requirement for
Contestability

A system is contestable
if there is a clear and
accessible pathway for a
citizen to challenge its

findings.

In many automated
environments, the
machine's word is
treated as final.  To
preserve the principle of
consent, the public must
have the right to request
a formal review of any
algorithmic decision.

This process should be
independent of the team
that deployed the
technology. A
contestabil ity framework
must include the right to
a human  re-evaluation
of the data and
mechanism for
correcting errors in
national databases. 

Without this right, the 6-
mill ion-hour mandate
risks creating a
bureaucracy where
mistakes are permanent
and citizens are
powerless to rectify
them.

Independent Auditing
and Continuous
Monitoring

Internal reviews are
insufficient for a
technology that changes
as it consumes new data.
The Police.AI unit should
be subject to regular,
independent audits by
external experts who
have the power to
inspect the code, the
training data, and the
real-world outcomes.
These audits should
specifically look for
‘drift, ’  where a model
becomes less accurate
or more biased over
time.

Continuous monitoring
involves setting up
‘dashboards’ that track
the performance of AI
tools across different
demographic groups in
real-time. If a specific
system begins to show a
spike in false positives
for a particular
community, the audit
framework should
trigger an automatic
pause in its use. This
proactive approach
moves oversight from a
paper-based compliance
exercise to a l ive
safeguard that protects
public rights.

The Role of the AI
Ombudsman

The scale of national
data integration in the
UK justifies the creation
of a dedicated AI
Ombudsman for
policing. This office
would act as a central

↗ Information
Commissioner’s
Office (2024)
Explaining
decisions made
with AI.   
https://ico.org.uk/f
or-
organisations/uk-
gdpr-guidance-
and-
resources/artificia
l-
intell igence/explai
ning-decisions-
made-with-ai/ 

Systems necessary to maintain accountabil ity
within the National Police Service and its
Police.AI unit

If  a specific system begins to show
a spike in false positives for a

particular community,  the audit
framework should trigger an

automatic pause in its use.

Best practice involves at least two
levels of explanation. The first is
‘global explainabil ity, ’  which
describes the general criteria the
model uses to make decisions. The
second is ‘ local explainabil ity, ’
which justif ies a specific outcome
for a specific person. 
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The 2030 Roadmap

The transition from a
collection of local forces
to a national,  automated
service will  reach its full
weight by the end of this
decade. As the initial
rollout of the 2026 White
Paper matures, the focus
will  shift from the
procurement of tools to
the management of a
permanent algorithmic
infrastructure. This
roadmap identifies the
strategic milestones for
a service that remains
accountable while
scaling nationally.

From Patchwork to
Unified Infrastructure

By 2030, the fragmented
databases of the past
will  be fully replaced by
a single national data
core managed by
Police.AI.  This shift
represents the end of
regional
experimentation and the

↗ European Union
(2024) Regulation
(EU) 2024/1689 of
the European
Parliament and of
the Council of 13
June 2024 laying
down harmonised
rules on artificial
intell igence
(Artificial
Intell igence Act).   
https://eur-
lex.europa.eu/eli/r
eg/2024/1689/oj/e
ng

↗ National Police
Chiefs' Council
(2025) Vision
2030: Policing in a
Digital Age.  
https://www.npcc.
police.uk/ 

beginning of a
standardised national
capability.  For police
leads, the challenge will
be resil ience. A single
failure in a national
algorithm or a breach of
a central database will
have an immediate
impact on every
community in the
country. Future-proofing
requires moving away
from proprietary
'locked-in' software
toward open-standard
systems that can be
audited, updated, and
replaced without
disrupting the entire
service.

The Proactive
Governance Model

The reactive oversight of
the mid-2020s will  not
be sufficient. By 2030,
governance must be
always-on. This means
the 

implementation of real-
time monitoring tools
that can detect
algorithmic drift or
emerging bias as it
happens. The roadmap
anticipates the
formalisation of an AI
Ombudsman or a similar
national body with the
authority to 'pull  the
plug' on any system that
falls below ethical or
legal standards. 

Those who prepare for
this level of scrutiny
now, by building
transparency into their
current procurement,
will  be best positioned to
operate in a more
regulated future. 

Cross-Border
Compatibility

As the UK and the EU
remain in a state of
regulatory divergence,
the need for 'functional
equivalence' wil l  grow.
To maintain access to
international databases
and joint operations, the
UK will  l ikely need to
align its operational
safeguards with the
stricter requirements of
the EU AI Act, even if it
does not adopt the
legislation itself.  

A strategic roadmap
must account for this,
ensuring that any AI tool
deployed in the UK is
'compliant-ready' for
international
cooperation. Ignoring
this risk may lead to the 

isolation of the National
Police Service from its
European partners.

Sustaining the Human
Bond

The final milestone of
the 2030 roadmap is the
return to community-
based policing. The '6-
mill ion-hour' efficiency
mandate is only a
success if those saved
hours are reinvested
into visible, human
presence on the streets. 

Technology should be
the foundation that  
allows the officer to
return to the core
mission of policing by
consent. By 2030, the
most effective forces
will  be forces where AI is
invisible to the public, 

used only to streamline
the back-office and
investigative functions,
while the face of the
service remains human.

↗ The Royal
Society (2024) AI
and the future of
work in the public
sector.  
https://royalsociet
y.org/ 

↗ Home Office
(2026) From local
to national:  a new
model for policing
(Policing White
Paper).  
https://www.gov.u
k/government/publ
ications/from-
local-to-national-
a-new-model-for-
policing 

‘ ’A single failure in a
national algorithm or
a breach of a central
database will  have an
immediate impact on
every community in
the country.’ ’

Strategic milestones for a service that remains
accountable while scaling nationally.

Technology should be the
foundation that allows the officer

to return to the core mission of
policing by consent.  

Those who prepare for this level
of scrutiny now, by building
transparency into their current
procurement, wil l  be best
positioned to operate in a more
regulated future. 
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Glossary

Adequacy decision
 A formal decision that a third country’s data protection regime provides
protections essentially equivalent to the EU, enabling personal data to flow
from the EU to that country under specified conditions.

Adversarial attack
 A method of deliberately manipulating inputs to make an AI system fail ,  for
example patterns on clothing, masks, or image noise designed to reduce
facial recognition accuracy.

Algorithmic drift
 A change in model performance over time because the environment, data,
behaviour, or operational practice has shifted, leading to rising error rates
or uneven impacts across groups.

Algorithmic Transparency Recording Standard
 A UK government standard intended to document public sector use of
algorithmic tools, including purpose, data inputs, and accountabil ity
arrangements.

Audit trail
 A record showing how an AI-supported decision was produced, including
the data used, the model version, the operator actions, and the time and
context of use.

Automation bias
 A predictable human tendency to accept an automated output even when
other evidence suggests it is wrong, which can turn oversight into box
ticking.

Biometric data
 Personal data resulting from technical processing of physical,
physiological,  or behavioural characteristics that allow or confirm unique
identification, such as face images, fingerprints, iris patterns, or gait.

Biometric surveillance
 The collection, matching, and analysis of biometric identifiers to identify,
verify, track, or categorise individuals, often at scale and sometimes in
public space.

Black box system
 An AI system whose internal logic cannot be meaningfully inspected by
users, auditors, or affected individuals, making it hard to explain,
challenge, or correct outcomes.

Contestability
 The practical abil ity for an affected person to question an AI-informed
decision, access reasons and relevant records, and obtain a review that
can correct errors.

Data integration
 The l inking of separate datasets into a unified system so that information can
be searched and cross-referenced across locations, teams, or functions.

Data poisoning
 The introduction of inaccurate, biased, or malicious data into a dataset or
pipeline so that model outputs become unreliable, skewed, or unsafe.

Data Protection Act 2018
 The UK’s main data protection legislation, operating alongside the UK GDPR
framework, including additional rules for law enforcement processing.

Data Protection Impact Assessment, DPIA
 A structured assessment required for high-risk personal data processing,
used to identify risks to individuals and to document mitigation, governance,
and necessity.

Deepfake
 Synthetic audio or video designed to convincingly imitate a real person, used
to deceive, defame, fabricate evidence, or undermine trust in genuine
recordings.

EU AI Act
 EU Regulation (EU) 2024/1689, a legal framework that assigns obligations
based on AI risk categories and bans certain practices considered
unacceptable.

EU AI Act risk tiers
 A regulatory structure that places AI systems into categories, commonly
described as prohibited, high-risk, and l imited risk, with escalating
requirements and constraints.

Explainability, global
 An explanation of how a model works in general,  including what inputs
matter, what outputs mean, and how it should be used and not used.

Explainability, local
 An explanation for a specific output affecting a specific person or event,
intended to show why the system produced that result at that time.

Feedback loop
 A cycle where an AI tool steers police attention toward certain places or
people, producing more recorded incidents there, which then confirms and
intensifies the tool’s original pattern.

Functional equivalence
 A practical alignment approach where a jurisdiction does not copy another
jurisdiction’s law, but implements safeguards that achieve comparable
protection and operational confidence.
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Glossary

General Data Protection Regulation, GDPR
 EU Regulation (EU) 2016/679, the EU’s core data protection law, including
heightened safeguards for special categories of personal data.

High-risk AI system, EU sense
 A system that can significantly affect rights or safety and must meet strict
obligations, such as governance, documentation, oversight, and quality
controls.

Human-in-the-loop
 A design and governance arrangement where a human reviewer can
understand the output, challenge it ,  and decide whether it should influence
police action.

Live Facial Recognition, LFR
 Real-time facial matching, typically in public space, where camera feeds
are compared to a watchlist to generate alerts for possible matches.

Necessity and proportionality
 A legal test requiring the state to show that an intrusive measure is needed
for a legitimate aim and that the level of intrusion is proportionate to the
harm addressed.

National Police Service
 A proposed national structural model for UK policing discussed in the
2026 White Paper, aimed at consolidating governance, procurement, and
capabilit ies.

Police.AI
 A proposed national capability and coordinating unit referenced in the
2026 White Paper, intended to standardise AI development, procurement,
and deployment across policing.

Predictive policing
 The use of data-driven tools to estimate where crime may occur or who
may be involved, often by forecasting risk from historical patterns.

Principles-based regulation
 An approach that sets broad norms, such as fairness and accountabil ity,
leaving detailed interpretation to regulators, organisations, and case law.

Prohibited practice, EU AI Act
 An AI use banned in the EU because it is treated as posing an unacceptable
risk to rights, with narrow and tightly controlled exceptions in l imited
contexts.

Profiling
 Automated processing used to evaluate, analyse, or predict aspects of a
person, for example l ikelihood of offending, risk, or behaviour, often using
inferred patterns.

Remote biometric identification
 Identification performed at a distance using biometric data, such as matching
faces in a crowd against a database, rather than verifying a person who
presents their identity.

Rubber-stamp oversight
 A failure mode where human review becomes a formality, with the operator
defaulting to the system’s output rather than applying independent judgement.

Social scoring
 The assessment of individuals by a state authority using aggregated
behavioural or personal data to produce a trust or compliance score, treated
as unacceptable in the EU AI Act framework.

Synthetic evidence
 Digitally generated or altered material,  including deepfakes and manipulated
documents, that can be introduced to mislead investigations or create doubt
at trial.

Vendor lock-in
 A procurement outcome where the buyer becomes dependent on a provider
due to proprietary data formats, contracts, or system design, making exit
costly or impractical.

Watchlist
 A set of identities or biometric templates used for matching, such as images
of wanted persons, missing persons, or persons of interest, with governance
requirements around inclusion and review.
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CBLabs (City Business) is a research and development organization, and
consultancy advancing AI transformation for the operational core of industries.

We specialize in high-adoption and assurance AI operation layers for sectors
where failure is not an option and precision is a prerequisite.

Our pioneering research creates a solid foundation of institutional and local
intelligence, empowering ogranizational leaders and policymakers to move
beyond incremental optimization toward evidence-based, systemic decision-
making.

About City Business x CBLabs

Learn more online at:  mycitybiz.co.uk, mycitybiz.co.uk/research

To find out more about our work or how we can support your project,
email us at mail@mycitybiz.co.uk

ⓒ  Traavu Ltd 2026. All  rights reserved. 
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